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1. Introduction

During the | ast few nonths, several people have nonitored various
major mailing lists and have extracted questions that are inportant
or conmonly asked. This FYI RFC is one of two in a series of FYl's
whi ch present the questions and their answers. The first FYlI, FYl 4,
present ed questions new Internet users commonly ask and their
answers.

User Services Wirking G oup [ Page 1]
RFC 1207 FYI QA - for Experienced Internet Users February 1991



The goal of this FYI is to codify the Internet lore so that network
operations staff, especially for networks just joining the Internet,
wi |l have an accurate and up to date set of references fromwhich to
wor k. Al so, redundancies are noved away fromthe electronic nailing
lists so that the lists' subscribers do not have to read the sane
gueri es and answers over and over again.

Al t hough the questions and their responses are taken from vari ous
mailing lists, they are presented here | oosely grouped by rel ated
topic for ease of reading. First the question is presented, then the
answer (or answers) as it appeared on the mailing list.

Someti mes the answers are abridged for better use of space. |If a
guestion was not answered on the mailing list, the editors provide an
answer. These answers are not distinguished fromthe answers found
on the lists. Sonmetines, in order to be as conplete as possible, the
editors provide additional information that was not present in the
original answer. |If so, that information falls under the heading
“Addi tional |nformation®

The answers are as correct as the reviewers can make them However,
much of this information changes with tine. As the FYl is updated,
tenporal errors will be corrected.

Many of the questions are in first person, and the answers were
directed to the originator of the question. These phrasings have not
been changed except where necessary for clarity. References to the
correspondents' nanmes have been renoved.

The QA mailing lists are maintained by Gary Mal kin at FTP. COM  They
are used by a subgroup of the User Services Wrking Goup to discuss
the QA FYls. They include:

quai |l @t p.com This is a discussion nailing list. Its
primary use is for pre-rel ease revi ew of
the QA FYls.

quai |l -request @tp.com This is how you join the quail mailing list.
quai | -box@t p. com This is where the guestions and answers
will be forwarded-and-stored. It is

not necessary to be on the quail nailing
list to forward to the quail - box.
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3. Questions about the Internet
3.1. Howdo |I get statistics regarding the traffic on NSFNET?

Merit/NSFNET I nformation Services maintains a variety of
statistical data at 'nis.nsf.net' (35.1.1.48) in the 'stats'
directory. Information includes packet counts by NSS and byte
counts for type of use (ftp, smp, telnet, etc.). Filenanes are
of the form' NSFyy-mmtype'.

Files are avail able for anonynous ftp; use 'guest' as the
passwor d.

The data in these files represent only traffic which traverses the
hi ghest | evel of the NSFNET, not traffic within a canmpus or

regi onal network. Send questions/coments to nsfnet-
info@rerit.edu.

4., Questions About O her Networks and Internets

4.1. W have a user who would like to access a nachi ne on
"EARN/ BI TNET". | can't find anything on this in the domain
name tables. Please, what is this, and how do | connect to it?

There are several machines on the Internet that act as gateways
between the Internet and BI TNET. Two exanples are U CVvM Ul C. EDU
and CUNYVM CUNY. EDU. You can address a nmail nessage to

user %modenane. bi t net @ii cvm ui c. edu where the nmessage will be
passed fromthe Internet to BI TNET.

Addi tional | nformation:

These sane gateways, known as | NTERBIT on the BI TNET/ EARN si de,
transfer mail from conputers on that network which support SMIP
mai | headers, onto the Internet. (Many BI TNET/ EARN conputers
still do not support SMIP, which is not a part of the |BM
protocol used, and it is not possible to send mail fromthose
conmputers across the gateways into the Internet, in general.)
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Bl TNET and EARN are the two | argest of several cooperating

net wor ks whi ch use the | BM RSCS/ NJE protocol suite, but are not
limted to | BM systens. These independently adm ni stered,

i nt erconnected networks function as a single, worldw de network
directly connecting nore than 3,300 conputers in about 1,400,
nostly hi gher-education, organizations worldw de. This



wor | dwi de networ k supports electronic mail, including nmailing
lists, sender-initiated file transfer, and short "interactive"
nmessages.

Bl TNET, frequently used (outside of Europe) to refer to the
whol e wor |l dwi de network, technically refers to that portion in
the United States, plus sites in other countries which are
connected through the United States and do not have their own
separately adm ni stered cooperating networks. Mre than 550
organi zations in the U S. participate in Bl TNET.

EARN i s the European Acadenm ¢ Research Network. EARN |inks
nore than 500 institutions in Europe and several surrounding
countries.

Bl TNET and CSNET nerged organi zationally on Cctober 1, 1990, to
form CREN, the Corporation for Research and Educati onal
Net wor ki ng. The two networks remain separate at the
operational |evel |evel, however. (EARN and the other
Cooperating Networks were not involved in this nerger.)

5. Questions About Internet Docunentation

5.1. Where do | get information regarding ordering documents
rel ated to GOSI P?

The conplete information as issued by NIST is avail able online on
the NIC.DDN. ML host as PROTOCOLS: GOSI P- ORDER- | NFO. TXT. The file
contains pointers to contact people, ordering addresses, prices,
and, in sone cases, online pathnanmes, for various GOSIP rel ated

docunments. In addition, the information as of August 1990 was
publ i shed as an appendi x to RFC 1169, "Expl aining the Rol e of
oSl P [1].

6. Questions About Domai n Name System ( DNS)
6.1. Is there a DNS Query server?

Actual |y, what you are |l ooking for is the service that host
128.218. 1. 109 provides on port 5555 - you sinply connect to that
host at that port, type in a fully qualified domain nanme and it
responds with an internet address and cl oses the connection. |
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used it when | had a host that still only had /etc/hosts and it

did just what | needed - which was basically a manual nsl ookup.

However, the vast majority of users will find it sinpler to just
use a DNS query tool and ask the DNS directly. This doesn't
require much sophi stication, and does allow the user to see how
short nanes are expanded at the user's site rather than at
128.218. 1. 109 (wherever that is). For exanple, suppose a user
wants to find out the address of a fully-qualified domain name
"X. M SKATONI C. EDU', and al so see what host and address are used



when "Z" is typed as a host nane.

Assuming the user is on a UNI X host and has a copy of the dig
program type:

di g x. m skatoni c. edu
and
dig z

and the answers will appear. You are now on your way to
becom ng a DNS expert. There are other UNI X alternati ves,
e.g., nslookup, and simlar prograns for non-UN X systens.
Your | ocal DNS guru certainly has one or nore of these tools,
and al though they are often kept fromthe public, they are
really quite easy to use for sinple cases.

6.2. W& have been having a frequent BIND failure on both our VAX
and Sol bourne that is traced to TCP donmin queries from an
| BM NSMAI N naneserver running in cache node (UDP queries do
not cause this problem though it is usually a UDP
resolution that is active upon the crash -- this resolution
is an innocent victin.

| have discovered that something is trashing the hash areas
(sonetines even as it is being recursively used in a
resolution). Also, occasionally the socket/file descriptor
for the TCP connection is changed to invalid entries causing
areply wite fail (though this is not necessarily fatal,
and the rest of the structure is not apparently altered).

Has any one el se had frequent BIND failures (especially
maj or domain sites that have heavy TCP domai n | oads) ?

In both the case of BIND and the IBM i npl enentation, often called
FAL, there are nultiple versions, with older versions being truly
bad. Upgrade to recent version before exploring further.

BI ND has al ways had a problemw th polluting its own database.
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These probl ens have been related to TCP connections, NS RRs with
smal | TTLs, and several other causes. Experience suggests that
the style of bug fixing has often been that of reducing the
probl em by 90% rather than elimnating it.

IBM's support for the DNS (outside of UNI X systens) is interesting
inits techniques, encouraging in its inprovenment, but still
somewhat depressi ng when conpared to nost other DNS software. | BM
al so uses term nol ogy that varies sonewhat fromthe usual DNS
usage and preserves sone archaic syntax, e.g., "..".

The conbi nation of an old BIND and an old IBM server is just plain
unpl easant.



6.3. Is the nodel used by the domain name system for host nanes
that the owner of a nane gets to choose its case?

The nodel used by the DNS is that you get to control at a specific
point in the name space, and are hence free to sel ect case as you
choose, until points where you in turn give away control. As a
practical matter, there are several inplenmentations that don't do
the right thing. [IBMinplenmentations often map everything into a
singl e case.

6.4. According to RFC 1034 [2], section 4.2.1, one should not have
to code glue RR s for nane server's names unless they are bel ow
the cut. Wien | don't put glue RRs in, and do a query for
NS records, the "additional” field is left blank. As far as |
can tell, all other zones | query for NS records have this
filled with the I P addresses of the NS hosts. 1Is this required
or should I not be concerned that the additional field is enpty?

The protocol says that an enpty additional field is not a problem
when the nane server's name is not "bel ow' the cut.

In practice, putting in the glue where it is not required can
cause problens if the servers naned in the glue are used for
several zones. This is broken behavior in BIND. Not putting in
gl ue can cause other problens in BIND, usually when the server
name is difficult to resolve. So, the bottomline is to put glue
in only when required, and don't use aliases or anything el se
tricky when it cones to identifying name servers.
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7. Questions About Network Managenent | npl enentations

7.1. In reading the SNMP RFCs [3,4,5,6] | find nention of
aut hentication of PDUs. Are there any standards for
aut henti cati on nmechani sns?

There is a working group of the IETF that is working on this
problem They are close to a solution, but nothing has yet
reached RFC publication yet. Expect sonmething solid and

i mpl enment abl e by Cctober of 1991.

7.2. Can vendors make their enterprise-specific variables avail able
to users through a standard distribution nechani sn?

Yes. But before soneone submits a MB, they should check it out
t hensel ves.

On uu.psi.comin pilot/snnp-wg/, there are two files



nosy-sparc-4.0.3.c

nosy-sun3-3. 5
The first will run on a Sun-Sparc, the second will run on a Sun-3.
After retrieving one of these files in Bl NARY node via anonynous FTP,
the submittor can run their MB through it, e.qg.,

% nmosy nym b. ny
Once your M B passes, send it to:

m b- checker @ si . edu

If everything is OK the mb-checker will arrange to have it
installed in the /share/ftp/mb directory on venera.isi.edu.

Not e: This processing does not offer an official endorsenment. The
docunents submtted nmust not be marked proprietary, confidential,
or the Ilike.

7.3. | have a question regardi ng those pesky octet strings again.
| use the variable-type field of the Response pdu to determ ne
how the result should be displayed to the user. For exanple,
| convert NetworkAddresses to their dotted deci mal fornmat
("132.243.50.4"). | convert Object Identifiers into strings
("1.3.6.1.2....").

| would LIKE to just print Octet Strings as strings. But,
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this causes a problemin such cases as at PhysAddress in
which the Octet string contains the 6 byte address instead

of a printable ASCII string. 1In this case, | would want to
di splay the 6 bytes instead of just trying to print the
string.

MY QUESTION | S: Does anyone have a suggestion as to how I
can determ ne whether | can just print the string or whether
| should display the octet bytes. * Renenber: | want to
support enterprise specific variables too.

In general, there is no way that you can tell what is inside an
OCTET STRI NG wi t hout know ng sonet hi ng about the object that the
OCTET STRING comes from In MB-1l [6], sone objects are narked
as DisplayString which has the syntax of OCTET STRING but is
restricted to characters fromthe NVT ASCI|I character set (see the
TELNET Specification, RFC 854 [7], for further information).

These obj ects are:

sysDescr
sysCont act
sysNanme



sysLocati on
i f Descr

If you want to be able to arbitrarily decide how to display the
strings, w thout know ng anything about the object, then you can
scan the octets, |ooking for any octet which is not printable
ASCII. If you find at | east one, you can print the entire string,
octet by octet, in "%2x:" notation. |If all of the octets are
printable ASCII, then you can just printf the string.

7.4. |If archived MBs nmust be 1155-conpatible [3], it would be nice
if those who submt them check themfirst. Were are these
M B tools available for public FTP? Ildeally, a sinple
syntax checker (that didn't actually generate code) woul d be
ni ce.

In the | SODE 6.0 rel ease there is a tool called MOSY which
recogni zes the 1155 syntax and produces a flat ASCII file. [If you
can run it through MOSY w thout problens then you are OK

7.5. Suppose | want to create a private M B object for causing
some action to happen, say, do a reset. Should the syntax
or this object specify a value such as:
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Synt ax:
| NTECER ({

performreset (1),

even though there is only a single value? O, is it ok to
just allow a Set on this object with any value to perform
the desired action? If the later, howis this specified?

For our SNMP nanageabl e gi znos and doohickies with simlar

"action" type MB variables, |I've defined two val ues
Synt ax:
| NTECER ({
reset (1)

not - reset ( 2)

}

And defined behavior so that the only valid value that the
variable may be set to is "reset" (which is returned in the get
response PDU) and at all other tines a get/getnext will respond
with "not-reset".

8. Questions about Serial Line Internet Protocol (SLIP) and
Poi nt -t o- Poi nt Protocol (PPP) Inplenentations



8.1. | seemto recall hearing that SLIP [8] will only run on
synchronous serial lines. 1Is this true? ... is there
somet hi ng about SLIP which precludes it's being inplenented
over async |lines?

O her way around: SLIP is designed for async lines and is not a
good fit on sync lines. PPP [9, 10] works on either, and is what
you should be inplenenting if you' re inplenenting sonething.

8.2. Since we are very interested in standards in this area,
coul d soneone tell me were | can find nore information on PPP?

Al so, can this protocol be used in other fields than for the
Internet (i.e., telecontrol, telenetering) where we see a
prof usi on of proprietary inconpatible and hard to nmaintain
Poi nt -t o- Poi nt Protocol s?

PPP was designed to be useful for many protocols besides just |P.
Whet her it woul d be useful for your particular application should
probably be discussed with the | ETF' s Poi nt-to-Point Protocol
Wor ki ng Group discussion list. For general discussion: ietf-
ppp@cdavi s. edu. To subscribe: ietf-ppp-request @cdavis. edu
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The PPP specification is available as RFC 1171 [9], and a PPP
options specification is available as RFC 1172 [ 10].

In UnixWorld of April 1990 (Vol. VII, No. 4, Pg. 85), Howard
Bal dwin writes:

"Poi nt-to-Point Protocol (PPP) has just been submitted to the
CaTT fromthe Internet Engineering Task Force. It specifies a
standard for encapsulating Internet Protocol data and ot her
network |ayer (level three on 1SO s OSI Mdel) protocol

i nformati on over point-to-point links; it also provides ways to
test and configure Iines and the upper |evel protocols on the
OSI Model. The only requirenment is a provision of a duplex
circuit either dedicated or switched, that can operate in

ei ther an asynchronous or synchronous node, transparent to the
dat a- | i nkl ayer frame.

"According to Mchael Ballard, director of network systens for
Telebit, PPP is a direct inprovenent upon Serial Line Internet
Protocol (SLIP), which had neither error correction nor a way
to exchange network address.”

8.3. Does anyone know if there is a way to run a SLIP program on
a | BM conmput er running SCO Xeni x/Unix, with a multi-port
serial board?

SCO TCP/ I P for Xenix supports SLIP. It works. However, be

war ned: SCO SLIP works *only* with SCO serial drivers, so it wll
*not* work with intelligent boards that come with their own
drivers. |If you want lots of SLIP ports, you'll need |lots of dunmb



ports, perhaps with a nulti-dunb-port board.

Here's the setup -- SunCS 3.5, with the 4.3BSD TCP, IP & SLIP
distributions installed. Slip is running between the "ttya" ports
of two Sun 3/60's. "ping", "rlogin", etc., works fine, but a NFS
nmount results in "server not responding: RPC Tinmed Qut".

SunCs 3.5 turns the UDP checksum of f, which is | egal and works
okay over interfaces such as ethernet which has link- |evel
checksunm ng. On the other hand, SLIP doesn't perform checksuns
thus running NFS over SLIP requires you to turn the UDP checksum
on. Oherwi se, you'll experience erratic behavior such as the one
descri bed above.
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Save the ol der kernel and try,
% adb -k -w /vnuni x /dev/ kmem udpcksunfw 1
to patch up the kernel
Questions About Routi ng
9.1. Sone postings nmentioned "maxi mum entropy routing”. Could
sonmeone pl ease provide a pointer to on-line or off-line

references to this topic?

Try NYU CSD Techni cal Report 371: "Sonme Comments on Highly Dynam c
Net wor k Routing," by Herbert J. Bernstein, May 1988.

10. O her Protocol and Standards | nplenmentati on Questions

10. 1. Does anyone recogni ze ethernet type "80F3"? | don't see it
in RFC 1010, but I amseeing it on our net.

Et hernet type Ox80F3 is used by Appl eTal k for address resol ution.
You nust have Macs on your network which are directly connected to
Et hernet. These packets are used by the Mac (generally at
startup) to determ ne a valid Appl eTal k node nunber

Addi tional | nformation:

RFC 1010 is obsolete. Please consult RFC 1060 [11], the current
"Assi gned Nunbers" (issued March 1990), which does |ist "80F3":

Et her net Exp. Ethernet Descri ption Ref er ences

deci nal He x deci nal octal
33011 80F3 - - Appl eTal k AARP (Ki neti cs) [ XEROX]



10. 2. Does anyone know the significance of a high value for
"Bad proto" in the output fromnetstat on Uni x nachi nes using
ethernet? W' re seeing values in the tens of thousands out of
a few hundred t housand packets sent/received in all. Sone
"Bad proto" values are negative, too. (Of the scale?) Any
hel p woul d be appr eci at ed.

This probably indicates that you are getting tens of thousands of
broadcast packets from sonme host or hosts on your network. You
m ght want to buy or rent a LAN nonitor, or install one of the
publ i c- donai n packages to see what private protocol is guilty.
"FYlI on a Network Managenent Tool Catal og: Tools for Monitoring
and Debugging TCP/IP Internets and | nterconnected Devices" (RFC

User Services Wirking G oup [ Page 11]
RFC 1207 FYI QA - for Experienced Internet Users February 1991

1147, FYlI 2), [12] contains pointers to tools that may hel p you
zero in on the problem

10. 3. Wiich RFC woul d explain the proper way to configure broadcast
addr esses when usi ng subnets?

Consult RFC 1122, "Requirenents for Internet Hosts --
Comuni cation Layer" [13].

10. 4. Can anyone tell ne what .TAR files exactly are? Is it like
ZIP or LZH for the IBMPC s? |IF so, how do | go about getting
a conpressor/deconpressor for .TAR files and what conputer
does this run on?

TAR stands for "Tape ARchive". It is a Unix utility which takes
files, and directories of files, and creates a single large file.
Oiginally intended to back up directory trees onto tape (hence
the nane), TAR is also used to conbine files for easier electronic
file transfer.

11. Suggest ed Readi ng

For further information about the Internet and its protocols in
general, you may choose to obtain copies of the foll ow ng works:

Bowers, K., T. LaQuey, J. Reynolds, K. Roubicek, M Stahl, and A
Yuan, "Were to Start - A Bibliography of General |Internetworking
Information", RFC 1175, FYI 3, CNRI, U Texas, |SI, BBN, SR

Mtre, August 1990.

Braden, R, Editor, "Requirenents for Internet Hosts --
Communi cation Layer", RFC 1122, Internet Engi neering Task Force,
Oct ober 1989.

Braden, R, Editor, "Requirenents for Internet Hosts --
Application and Support”, RFC 1123, Internet Engi neering Task
Force, Cctober 1989.



Coner, D., "Internetworkin

g wth TCP/IP: Principles, Protocols,
and Architecture", Prentice Hall

, New Jersey, 1989.

Frey, D. and R Adans, "!%®: A Directory of Electronic Muil
Addressing and Networks”, O Reilly and Associ ates, Newton, NA,
August 19809.

Krol, E., "The Hitchhikers Guide to the Internet", RFC 1118,

Uni versity of Illinois U bana, Septenber 1989.
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LaQuey, T, Editor, "Users' Directory of Conputer Networks",
Digital Press, Bedford, M\ 1990.
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Reynolds, J., and J. Postel, "Assigned Nunmbers", RFC 1060,
USC/ I nformati on Sciences Institute, March 1990.
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Stevens, W, "UN X Network Programm ng", |SBN 0-13-949876-1,
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13. Security Considerations

Security issues are not discussed in this neno.
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